USER GUIDELINES — Auditor

1.0 INTRODUCTION

This document details the user guidelines that is to be carried out by TM on
Identity Self Service.

2.0 IDENTITY SELF SERVICE
2.1.1 Auditor

2.1.1.1 First time login as Auditor

NO | STEPS

1. Go to IDSS via URL http://10.54.5.230:8181/idss/

For first step at the Home page, click on User Manual Guide.

Tlﬁ— ue. Identity Self Service
Easier

Need help to log in?

Login ID : TM30080

There are several reasons you might not be able to log in.
Check below for more information and possibie solLtions.

‘ User Manual Guide '
~—]  —

Get Assistance!

D Register your First time user?
mobile here Enroll now >> m

2. Click on 2.17- How To Do Browser Clear Cache for first time login.
2.4 EXISTING USER PERFORM RECOVER LOGIN ID USING MOBILE NUMBER "
2.5 EXISTING USER PERFORM RECOVER LOGIN ID USING EMAIL ADDRESS v
2.6 EXISTING USER PERFORM UNLOCK ACCOUNT USING MOBILE NUMBER v

2.7 EXISTING USER PERFORM UNLOCK ACCOUNT USING CHALLENGE RESPOND QU

ESTIONS AND ANSWERS v
2.8 EXISTING USER PERFORM CHANGE CURRENT PASSWORD ¢
2.9 EXISTING USER PERFORM CHANGE MOBILE NUMBER v
2.10 EXISTING USER PERFORM CHANGE CHALLENGE RESPONSE QUESTIONS AND A

NSWERS v
2.11 EXISTING USER PERFORM CHANGE PASSPHRASE IMAGE AND SLOGAN v
2.12 EXISTING USER VIEW OWN PROFILE ¢
2.13 EXISTING USER PERFORM DEAC TIVATE ACCOUNT THROUGH HELPDESK ¢
2.14 MANAGER ASSIST EXISTING USER IN ACCOUNT AGTIVATION ¢
2.15 ACTIVATOR ASSIST EXISTING USER IN ACCOUNTACTIVATION ¢
2.16 EXISTING USER PERFORM LOGIN USING EXPIRED PASSWORD ¢

//>[ 2.17 HOW TO DO BROWSER CLEAR CACHE v ]



http://10.54.5.230:8181/idss/
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2.1.1.2 Login into the systems

NO | STEPS
3. Go to IDSS via URL http://10.54.5.230:8181/idss/

For first step at the Home page, enter your existing Login ID.

2~ Ul |dentity Self Service

TRV U
Easier

Need help to log in?

Login ID : TM30080
There are several reasons you might not be able to log in

Check below for more information and possible solutions.

D Register your First time user?
mobile here Enroll now >> m



http://10.54.5.230:8181/idss/
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In second step ‘Authentication’, enter your existing Login ID Password.

Tlﬁ- ie.  ldentity Self Service
Easier

Need help to log in?

e Y There are several reasons you might not be able to log in

TM Check below for more information and passible solutions.
Get Assistance! User Manual Guide
™
If this is not your Personal Passphrase, do not login. m

Login ID : ITM90080

Password :

Register your First time user?
mobile Enroll now >>

After login is successful, user details will be shown in the first page.

4t Home Home

e | Change Password = Change CQA Change Mobile Number ~Change Cr

& Maintenance

Your last logon IP address : 10.239.40.242
Your last legon : 2017/08/04 16:35:52
@ Logout Your last password reset : 2017/06/19 18:01:51
Your last password changed : 2017/05/24 10:40:38
Your account has been activated since : 2017/05/24 10:40:39
Your last challenge response answer changed : 2017/07/17 17:01:38
Your last mobile number changed : 2017/07/25 16:41:03
Your password will expire on : 2017/10/23 16:35:36

Login ID
Full Name :
First Name :
Last Name :
Email
Manager :
User Role :
Status :
Mobile :

Department :
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In third step click on ‘Maintenance’ on the menu on the left side.

fa} Home o

View Profile | Change Password = Change

ange Mobile Number | Change Credential

K Maintenance

Your last logon IP address : 10.239.40.242

Your last logon : 2017/08/04 16:35:52

@ Logout Your last password reset : 2017/06/19 18:01:51
Your last password changed :

Your account has been activated since : 2017

Your last challenge response answer changed : 2017/07/17 17:01:38

Your last mobile number changed : 2017/07/25 16:41:03

Your password will expire on : 2017/10123 16:35:36

LoginID :
Full Name :
First Name :
Last Name :
Email
Manager :
User Role :
Status :
Mobile :

Department :

Main page for ‘Maintenance’ will be show as below,

e Identity Self Service

Easier

4}  Home Maintenance
e v Helpdesk v

K Maintenance

The application helps you to conveniently manage your login account and user profile.
« Manage your login account

@ Logout

= Manage your own user profile.

= Manager your security question to assist you when you have a problem on accessing the application
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In forth step ‘Maintenance’, bring cursor on ‘Helpdesk’ and the dropdown menu of ‘User
Account Assistant’ will appear.

~»~ | Ll ldentity Self Service

Made
Easier

Maintenance

12} Home

Profile ~ | Helpdesk +

User Account Assistance

K Maintenance

The appli tly manage your login account and user profile.

= Manage your login account.

@ Logout
+ Manage your own user profile

= Manager your security question fo assist you when you have a problem on accessing the application.

In fifth step ‘User Account Assistance’ page will be show as below.

e Identity Self Service

Made
Easier

Maintenance > Helpdesk > User Account Assistance

{a* Home
Profile v Helpdesk v

Maintenance
x User List

Search | Login ID v| |Equal -

@ Logout

Displaying result 1 - 5 0f 21831 record(s).

onio | purname o o TN

000057 Test Suspended
000058 jordan test2 Suspended
000059 John Wu suying.tan@xynapse-asia. com Deactivated
000060 Testé weixiang, teoh@xynapse-asia.com Deactivated

Deactivated

000061 Tests1
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For seventh step, user may search for the other’s user account by using various criteria to
search for the other’s user account ID by clicking on the arrow at Login ID in ‘Search’ tab

column.

G} Home

9K Maintenance

@ Logout

. ldentity Self Service

Made
Easier

Maintenance > Helpdesk > User Account Assistance

Profile v | Helpdesk +

User List

Search

First Name
Last Name

Apply Filter

Displaying result 1 Ngi242
Login ID Full Name Email Address | status [ Acton |
000057 Test - Suspended
000058 jordan test2 Suspended
000059 John W suying tan@xynapse-asia.com Deactvated
000060 Test webdiang,feoh@xynapse-asia.com Deactivated
000081 Tests Deactivated

12345678910
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2.1.1.3 Search User — Login ID.

NO | STEPS

1. Click ‘Login ID’ > ‘Equal’ > ‘<target user login ID>’" > Click on ‘apply filter’ to apply filter on
search tab.

For ‘Equal’ search filter, the filter’s result will be applies on the exactly result as user needs.

This is more preferred to user that already know the exact target of ‘Login ID’

. Identity Self Service

Easier
4 Home Maintenance > Helpdesk > User Account Assistance
Profile v | Helpdesk +
9 Maintenance G
Search Login ID v | |Equal v | 0000059
@ Logout

Apply Filter Clear Filter

Displaying resuit 1 - § of 21831 record(s).

000057 Test - Suspended
000058 jordan test2 - Suspended
000059 John Wu suying tan@ynapse-asia. com Deactivated
000050 Test60 weiiang,feoh@xynapse-asia.com Deactivated

000061 Testé1 = Deactivated

After filter is applied, the result will be shown as below:

e ldentity Self Service

Easier
4} Home Maintenance > Helpdesk > User Account Assistance
Profile ~ | Helpdesk ~
Maintenance
x User List
Search Login ID v | |Equal v | 000059
@ Logout

Apply Filter Clear Filter

Displaying result 1 of 1 record(s).
i ruiame i s e et |

000059 John Wy suying tan@xynapse-asia.com Deactivated

1
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If the target ‘Login ID is not same with what is in the systems, the result will return “no
record found”

You may use ‘Like’ if user need to search part of ‘Login ID’

{2+ Home

K Maintenance

@ Logout

. ldentity Self Service

Made

Easier
Maintenance > Helpdesk > User Account Assistance
Profile ~ Helpdesk v
User List
Search Login ID v | |Equal v | |oooos
Apply Filter Clear Filter

Loy Fol e T S

No record found
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Click ‘Login ID’ > ‘Like’ > ‘<target user login ID>’ > Click on ‘apply filter’ to apply filter on
search tab.

For ‘Like’ search filter, the filter’s result will be apply on the exact ‘Login ID’ or part of ‘Login
ID’ result as user needs.

e ldentity Self Service

Made
Easier

Maintenance > Helpdesk > User Account Assistance

4}  Home
Prafile = | Helpdesk +

Maintenance
x UserList

Search Login ID v | |Like ¥ | 00005

@ Logout

Displaying result 1 - 5 0f 21831 record(s),

000057 Test - Suspended
000058 fordan test2 - Suspended

000059 John Wu suying tan@ynapse-asia. com Deactivated
000060 Test6n weixiang,feoh@xynapse-asia.com Deactivated
000061 Test6 e Deactivated

After filter is applied, the result will be shown as below:

.,.,ﬁ- e ldentity Self Service
Easier

Maintenance > Helpdesk > User Account Assistance

{2} Home
Profile ~ Helpdesk ~

K Maintenance

User List

Search Login ID v | Like ¥ | 00005

@ Logout

Apply Filter Clear Filter

Displaying result 1 - 3 of 3 record(s)
Lognio o ame £ g s con |

Suspended

000057 Test
000058 jordan test2 B Suspended

000059 John Wu suying.tan@xynapse-asia.com Deactivated

1




USER GUIDELINES — Auditor

The value need to be entered in order to apply the filter. If the value is empty, the error
“Please fill in the value for search” will be prompt on the screen to ask user to fill in the
value.

G} Home Maintenance > Helpdesk > User Account Assistance

Profile ~ | Helpdesk +

Maintenance
x UserList

@ Logout

A Please fill in the value for search

search Login ID v| [Equal v

Displaying result 1 - 5 of 21831 record(s).

000057 Test - Suspended
000058 jordan test2 - Suspended
000050 John Wu suying.tan@xynapse-asia.com Deactivated
000060 Testéo weixiang,teoh @xynapse-asia.com Deactivated
000061 Test61 - Deactivated

Friday, August 4, 2017
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2.1.1.4 Search User — First Name / Last Name/ Full Name

NO

STEPS

1.

Click ‘First Name’/’'Last Name’/'Full Name’ > ‘Equal’ > ‘<target user name>’ > Click on ‘apply
filter’ to apply filter on search tab.

For ‘Equal’ search filter, the filter’s result will be apply on the exactly result as user needs.

This is more preferred for user that already know the exact target of ‘First Name’/’Last

Name’/'Full Name’

& Home Maintenance > Helpdesk > User Account Assistance
profile ~ Helpdesk ~
Maintenance
A User List
Search FirstName +| [Equal | [Johnwu
@ Logout

Apply Filter Clear Filter

Displaying result 1 - 5 of 21331 records).

onD " rurame Enoi s s i |

000057 Test Suspended
000058 jordan test2 - Suspended
000059 John Wy suying tan@xynapse-asia.com Deactivated
000060 Testdo webiang leoh@xynapse-asia. com Deattivated
000061 Testé 1 - Deactivated

1234567891

After filter is applied, the result will be shown as below:

& Home Maintenance > Helpdesk > User Account Assistance
profile ~ Helpdesk +
Maintenance
S User List
Search FirstName v [Equal v [Johnwu
@ Logout

e

Displaying result 1 of 1 record(s).
Logmio |~ Fur e i s s acin |

000059 John Wu suying tan@xynapse-asia.com Deactivated

1

If the target ‘First Name’/’'Last Name’/’'Full Name’ is not same as in the systems, the result

will return “no record found”
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You may use ‘Like’ if user need to search part of ‘First Name’/'Last Name’/’Full Name’

G Home Maintenance > Helpdesk > User Account Assistance

Profile v | Helpdesk v

User List

K Maintenance

Search First Name v | |Equal ¥ | |John

@ Logout

Apply Filter Clear Filter
I T O S

No record found
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Click ‘First Name’/Last Name’/'Full Name’> ‘Like’ > ‘<target user name>’ > Click on ‘apply
filter’ to apply filter on search tab.

For ‘Like’ search filter, the filter’s result will be apply on the exact ‘First Name’/'Last
Name’/’Full Name’ or part of ‘First Name’/’Last Name’/’Full Name’ result as user needs.

&} Home Maintenance > Helpdesk > User Account Assistance
Profile ~ | Helpdesk ~
Maintenance
A userList
Search First Name | |Like MBI

@ Logout

Displaying result 1 - 5 0f 21831 record(s).

000057 Test - Suspended
000058 jordan test2 - Suspended
000059 John Wy suying tan@xynapse-asia. com Deactivated
000060 Testé weixiang,teoh@xynapse-asia.com Deactivated
000061 Test6 - Deactivated

After filter is applied, the result will be shown as below:

4} Home Maintenance > Helpdesk > User Account Assistance

Profile ~ Helpdesk ~
Maintenance
x User List
Search First Name v | | Like ¥ | Wohn

@ Logout
Apply Filter Clear Filter

isplaying result 1 - 5 of 42 record(s)

Logmio " rutome i e s acion ]

000059 John Wu suying.tan@xynapse-asia.com Deactivated
A17244 John Sadasivan - Deactivated
A90413 Johnson Law 413kylie@gmail.com Deactivated
Adam Johnson Adam Jonnson - Deactivated

B15383 Johnatan Jumari JOHNATAN@TM.COM.MY Deactivated
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The value need to be entered to apply the filter. If the value is empty, the error “Please fill in
the value for search” will be prompt on the screen to ask user to fill in the value.

&} Home Maintenance > Helpdesk > User Account Assistance
Profile ~ | Helpdesk ~
Maintenance
x UserList

@ Logout

A Please fill in the value for search.

Senrch First Name v | |Like M

Displaying result 1 - 5 of 21831 record(s).

000057 Test - Suspended
000058 jordan test2 - Suspended
000059 John Wy suying tan@xynapse-asia.com Deactivated
000060 Testéo webiang feoh@xynapse-asia. com Deactivated

000061 Tests1 - Deactivated
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2.1.1.5 Search User — Email

NO

STEPS

1.

Click ‘Email’ > ‘Equal’ > ‘<target user email>’ > Click on ‘apply filter’ to apply filter on search
tab.

For ‘Equal’ search filter, the filter’s result will be apply on the exactly result as user needs.

This is more preferred for user that already know the exact target of ‘Email’

G}  Home Maintenance > Helpdesk > User Account Assistance

Profile ~ | Helpdesk v
Maintenance
x User List
Search Email v | |Equal ¥ | |suying tan@xynapse-|

@ Logout

s ]| currer
Displaying result 1- 5 of 21831 record(s).

000057 Test - Suspended
000058 jordan test2 - Suspended
000059 John Wu suying tan@xynapse-asia.com Deactivated
000060 Testd0 weixiang tech@xynapse-asia.com Deactivated
000061 Testat - Deactivated

After filter is applied, the result will be shown as below:

4G} Home Maintenance > Helpdesk > User Account Assistance
Profile ~ Helpdesk ~
Maintenance
x User List

seareh Email v | |Equal | suying.tan@xynapse-,

@ Logout

Displaying result 1 of 1 record(s)
Logmio——~ Funane i g s |

000059 John Wy suying tan@xynapse-asia. com Deactivated

1

If the target ‘Email’ is not same as in the systems, the result will return “no record found”
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You may use ‘Like’ if user need to search part of ‘Email’

Apply Filter Clear Filter
Loon Fuane Emoiires S hcion |
No recard found
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Click ‘Email’> ‘Like’ > ‘<target user name>’ > Click on ‘apply filter’ to apply filter on search
tab.

For ‘Like’ search filter, the filter’s result will be apply on the exact ‘Email’ or part of ‘Email’
result as user needs.

G Home Maintenance > Helpdesk > User Account Assistance

Profile v | Helpdesk v

K Maintenance

User List

@ Logout .

Apply Filter Clear Filter

Displaying result 1 - 5 of 21831 record(s)

Lognin | rutane Enai g s |

000057 Test - Suspended
000058 jordan test2 - Suspended
000059 Jonn Wu suying. tan@xynapse-asia.com Deactivated
000060 Testsn weiiang teoh@xynapse-asia.com Deactivated
000061 Tests 1 - Deactivated
12345678910

After filter is applied, the result will be shown as below:

G} Home Maintenance > Helpdesk > User Account Assistance
Profile ~ | Helpdesk ~
Maintenance
X User List
Search Email v | [Like | suying

@ Logout

Displaying result 1 - 2 of 2 record(s).
Loan o Furame s s s |

000059 John Wu suying tan@ynapse-asia. com Deactivated

A90537 user001 suying.tan@tm.com Deactivated

1
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3. The value need to be entered to apply the filter. If the value is empty, the error “Please fill in
the value for search” will be prompt on the screen to ask user to fill in the value.

43 Home Maintenance > Helpdesk > User Account Assistance

Profile v Helpdesk v

Maintenance
x User List

@ Logout

A Please fill in the value for search

Search Email v | |Like M

Displaying resuft 1 - 2 of 2 record(s)

Lognip—Fuame i agies s |

000059 John Wu suying tan@synapse-asia.com Deactivated

A20537 user001 suying tan@tm.com Deactivated
1




2.1.1.6 Search User — Status
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NO

STEPS

1.

Click ‘Status’ > ‘Enable’ > ‘EA’ > Click on ‘apply filter’ to apply filter on search tab.

For ‘Enable’ search filter, the filter’s result will be apply on the active user in the systems
where in the result table status column, it is state ‘Enable’.

12}  Home

K WMaintenance

@ Logout

Maintenance > Helpdesk > User Account Assistance

Profile ~ | Helpdesk +

User List

Search

Status v | |Enabled v Ea

)

Displaying result 1 - 5 of 176 record(s).

Login ID
At5187 Saloman Bte Bachik

An Afza Binti Misfar An Afza Binti Misfar
B14465 Azahari Bin Hambali
B14473 Adishah Suhani Binti Adnan
814549 Ahmad Bin Mohd Koyamu

12345

678910 >

g So i |

SALOMAHE@TM.COM.MY Enabled

Enabled
AZAHARIH@TM.COM.MY Enabled
ADISHAH@TM.COM.MY Enabled
MKAHMAD@GTM.COMMY Enabled

After filter is applied, the result will be shown as below:

4} Home

& Maintenance

@ Logout

Maintenance > Helpdesk > User Account Assistance

Profile v Helpdesk ~

User List

search

Status * | |Enabled T EA

Displaying result 1 - 5 of 176 record(s)

Login ID

A15187

An Afza Binti Misfar

B14465

B14473

B14549
123456

Salemah Bte Bachik

An Afza Binti Misfar

‘Azahari Bin Hambali

/Adishah Suhani Binti Adnan

/Ahmad Bin Mohd Koyamu
8910 >

Emainaiess s pcon ]

SALOMAHB@TM.COM.MY Enabled

Enabled
AZAHARIH@TM.COM.MY Enabled
ADISHAH@TM.COMMY Enabled
MKAHMAD@TM.COMMY Enabled
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2.1.1.7 Deactivate Account

NO

STEPS

4.

Deactivate account is only applicable for the status = “Enable” and only applicable for
helpdesk

For auditor, the deactivate button are not shown in the user’s profile
User can search for status as in the 2.1.1.5 section.

First step, user need to click in the action icon in the action tab in the table.

4} Home Maintenance > Helpdesk > User Account Assistance

Profile v | Helpdesk =

oK Maintenance

User List

Search Status v | |Enabled v Ea

@ Logout

)

Displaying result 1 - 5 of 176 record(s).

Lo uteme |t s

E
g
g

A15187 Saloman Bie Bachik SALOMAHB@TM.COM.MY Enabled 4
AN Afza Bint Mistar AN Afza Binti Misfar - Enabled
B14465 Azanhari Bin Hambali AZAHARIH@TM.COM MY Enabled
B14473 Adishah Suhani Binfi Adnan ADISHAH@TM.COM.MY Enabled

B14540 Ahmad Bin Mohd Koyamu MKAHMAD@TM.COMMY Enabled

After action button is clicked, the result will show as below.

Users Details

oK WMaintenance

User last logon IP address : 10.239.40.242
@ Logout User last logon : 2017/08/04 16:37:38
User last password reset : 2017/06/19 18:01'51
User last password changed : 2017/05/24 10:40:39
User account has been activated since : 2017/05/24 10:40:39

User last challenge response answer changed : 2017/07/17 17:01:38
User last mobile number changed : 2017/07/25 16:41:03
User password will expire on : 2017/10/23 16:35:36

Login ID :
Full Name :
First Name :
Last Name :
Email :
User Role :
Status :
Manager :
Mobile :
NRIC:

Department :
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