User Guidelines — Phase 2

2.4 Existing User Perform Recover Login ID Using Mobile Number

Existing user performs recover login ID using registered mobile number. A SMS
containing the user login ID will be send to the registered mobile number.

2.4.1 Event Handling — Success Case

NO | STEPS

1. | Go to IDSS via URL https://idss.tm.com.my/

At the Home page, click on “TM IDSS’ button.

e 2 Hte @ integrated, Secure,

Holistic Identity Enforcement &

m Made
Easier iSHIELDs | Longterm Defense strategy

TM ISHIELDS

Smart, Simple and Secure

Welcome to TM iSHIELDs,
a better way to manage your ID.

TM IDSS ,,mmu'on-mm
2

Password Management Access Request Management

If you have not registered your mobile number, Click here.
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2. | Atthe ‘Log In’ page, click on the ‘Get Assistance! button.

Tlﬁ‘ . ldentity Self Service
Easier

Login ID : Need help to log in?

There are several reasons you might not be able to log in
Check below for more information and possible solutions.

First time user? Get Assistance!

Enroll now >>

3. | Atthe ‘Can’t access your account’ page, click on the ‘I forgot my Login 1D’
button.

Can't access your account?

. i = Home
There are several reasons you might not be able to log in. Check below for more information and possible solutions ’

> | forgot my account password.

> | forgot my Login ID.

> I'm currently locked out of my account.

> I'm new and | do not know what to do in order to sign on.

> I'm existing IDM user and | want to enroll into New IDM.
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At the ‘Can’t access your account’ page, then click on the ‘Begin Login ID
Recovery’ button below the ‘Recover using mobile number’.

| Can't access your account?

L)

- ; ’ ; : Home
There are several reasons you might not be able to log in. Check below for more information and possible solutions o

> | forgot my account password.

> | forgot my Login ID.

[?] If you have activated your account, you can recover your login ID using a few steps to verify your account ownership

Recover using mobile number
You need to have mobile number registered with HR in order to proceed with recovering process

Begin Login ID Recovery

Recover using email address
You need to have email address registered with HR in order to proceed with recovering process

Begin Login ID Recovery

> I'm currently locked out of my account.

> I'm new and | do not know what to do in order to sign on.

> I'm existing IDM user and | want to enroll into New IDM.

5. | Atthe ‘Login ID Recovery’ page, enter you mobile number then click on
‘Continue’ button.

Login ID Recovery

Mobile Number : [601622238621 1[?]

(Format: 60123456789)
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6. | A SMS containing your Login ID is sent to your mobile number.

| Login ID Recovery |

@ Your request has been executed successfully.

A NG A dsm 1] AM

& 160%22401163 ¢ m

Tue, 04/0¢4/2017

0 Your login ID is
-0 TMeR 1Y

You have successfully
recovered your login ID
on IDSS website.Please
contact GIT Service Desk
immediately, if you did
not perform this activity.
Thank you.

BT

% lEnter message @

™™ GIT User Guidelines — Phase 2 TF6.3
Owner: Approved By: Date: Version: Page:
Chang Yen Lan Zahratullaili Haji Ali 2017-03-17 1.0 110



User Guidelines — Phase 2

2.4.2 Event Handling — Fail Case

NO | STEPS

1. | Error Message: Please complete the ‘Mobile Number’ box.

Login ID Recovery

A Please complete the 'Mobile Number' box.

Mobile Number : @l
(Format: 60123456789)

Error message will appear to notify user if the Mobile Number box is blank.
User is not able to proceed.

User Action: Please provide your mobile number and click on ‘Continue’
button.
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2. | Error Message: Mobile number must start with 60.

Login ID Recovery

A Mobile number must start with 60.

Mobile Number : 2
(Format: 60123456789) il g

Error message will appear to notify user if the Mobile Number entered does
not start with 60. User is not able to proceed.

User Action: Please provide your mobile number starting with 60 and click
on ‘Continue’ button.

3. | Error Message: Length of mobile number must be either 11 or 12.

Login ID Recovery

A Length of mobile number must be either 11 or 12.

Mobile Number : o
(Format: 60123456789) co017894 ¥

Error message will appear to notify user if the mobile number entered is less
than 11 or more than 12. User is not able to proceed.

User Action: Please provide the correct mobile number with the length of 11
or 12 and click on ‘Continue’ button.

™ GIT User Guidelines — Phase 2 TF6.3
Owner: Approved By: Date: Version: Page:
Chang Yen Lan Zahratullaili Haji Ali 2017-03-17 1.0 12



User Guidelines — Phase 2

4. | Error Message: User mobile number not found.

Login ID Recovery

A User mobile number not found

Mobile Number : .
7 1 ,
(Format: 60123456789) 60017894121 )

Error message will appear to notify user if the mobile number entered is not
registered. User is not able to proceed.

User Action: Please provide your registered mobile number and click on
‘Continue’ button.

5. | Error Message: You have been inactive for a while. Please click OK to
resume your session.

Mobile Numl — -
(Format: 6013 Inactivity Warning

You have been inactive for a while. Please click OK to resume your session
& Redirecting in 58 seconds

OK || Cancel

Error message will appear to notify user if the session has expired.

User Action: You has been away for more than 5 minutes. The session is
expiring soon. You may click on ‘OK’ button to resume your session or
‘Cancel’ button to end the session.
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2.4.3 Event Handling - Hint

NO | STEPS

1. | Hint: If you have activated your account and you forgot your login ID, you
can retrieve your login ID after verifying your account ownership. In order to
do that, you have to provide your email address or your mobile number
which is used to confirm your identity.

Can't access your account?

L

8 5 A g 5 Home
There are several reasons you might not be able to log in. Check below for more information and possible solutions

> | forgot my account password.

> | forgot my Login ID.

[?] If you have activated your account, you can recover your login ID using a few steps to verify your account ownership

5 If you have act_ivated your account and you ‘to proceed with recovering process
forgot your login ID, you can retrieve your
login ID after verifying your account
ownership. In order to do that, you have to
provide your email address or your mobile

number which is used to confirm your ) )
identity 0 proceed with recovering process

Begin Login ID Recovery

> I'm currently locked out of my account.

> I'm new and | do not know what to do in order to sign on.

> I'm existing IDM user and | want to enroll into New IDM.

Hint will appear to notify user when mouse over to [?] underneath ‘I forgot
my Login ID’

2. | Hint: Mobile number must start with 60XXXXXXXXX.

| Login ID Recovery

Mobile Number : 60 Gl
(Format: 60123456789)

‘ Mobile number must start with

. BOXXXXXXXXX

Hint will appear to notify user when mouse over to [?] next to Mobile
Number.
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