User Guidelines — Phase 1

1.0 INTRODUCTION

This document details the user guidelines that is to be carried out by TM on
Identity Self Service.

2.0 IDENTITY SELF SERVICE
2.1.1 Existing User Perform Activation

Existing users are required to perform user activation to collect user mobile
number, select passphrase images, passphrase slogan, answer to challenge
response question and set new password to overwrite the existing IDM
password.

2.1.1.1 Event Handling — Success Case
NO | STEPS
1. Go to IDSS via URL https://idss.tm.com.my

At the Home page, click on link under ‘If you have not registered your mobile number. Click
here’.

A - | Life integrated, Secure,
Made 8 Holistic Identity Enforcement &
, M Easier iSHIELDs | Longterm Defense strategy

TM ISHIELDS

Smart, Simple and Secure

Welcome to TM iSHIELDs,
a better way to manage your ID.

TMIDSS ,)TMARM‘OMMBM |
2

Password Management Access Request Management |

If you have not registered your mobile number, Click here.
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2. The first step for Existing User Activation process is ‘User Confirmation’. Enter your existing
IDM Login ID.
-2~ | L |dentity Self Service
m Easier
Steps
@ ) () T Fa )
v U/ (N U/ /
User Authentication Verification  1erms and Authentication Authentication
Confirmation Authentication Verification  conditions Confirmation - Mobile  Confirmation - CQA  Pass

Please enter your IDM Login ID

LoginID: tmo0089
3. In second step ‘Authentication’, enter your existing IDM Password.

-2~ | U Ildentity Self Service
T-M Easier
Steps
Conieel ion Authentication Verificatio nd cthenticaton, . Atiandcaton,.,

Lominin: tm9008a

Please provide your current IDM password to authenticate your identity.

Password : prnn s
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4. In third step ‘Verification’, enter your NRIC.

Steps
00 0O0—0—0
p A O/ U/
User . Terms and Authentication Authenticatior
. tion Authentication Verification nditions Confirmation - Mobile Confirmation - CQA
LoginID: TMO0054
NRIC - b]
(Eg: 850807115211 : '
5. In forth step ‘Terms and Conditions’, read and scroll down terms and conditions, then tick

on ‘|l agree on terms and condition’ and click ‘Agreed’ button.

Account Activation

Steps
®—60—0 0 —0—0O0
L4 ey Nl N b )
Usé a i fon Voarificat Terms and Authenticatior Authentication Setup .
firmatic o o FELTR-ak Conditions Confirmation - Mobile nfirmation - CQA  Password

LoginID : TM90054

Terms & Conditions

YOU are solely responsibie Tor Mainiaining me Securty of your USET L ana passwora and ensuring mat you are
the only person using the User 1D and password. You agree not to disclose your User 1D and password to any
other person including any employees of TM. TM is not responsible for the unauthorized use of
Application/Resource Access by any other person with your User 1D or password and TM is under no obligation to
confirm the actual identity or authority of anyone using your User ID or password.

‘You agree to notify TM immediately upon becoming aware of any known or suspected unauthorized use of your
User ID or password to gain access to Application/Resource, or any breach in security involving your User ID or
password.

By clicking 'l Agree” on this policy in this website, we shall deem you have already been notified.

¥/ | agree on terms and conditions

T T
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In fifth step ‘Authentication Confirmation — Mobile’, enter your mobile number and click on
‘Verify’. If mobile number verified correctly, additional row with One-Time Password will
appear. Click on ‘Request OTP’ and SMS will send to your mobile. Enter the 6 digits

received and click ‘Continue’.

Account Activation

Steps
e 0 8 00O
oy ey ey / Ny
User R . - Te S ant Authentication Authenticatior Setup succes
rmatic A ition Verificat nditions Confirmation - Mobile Confirmation - CQA  Password e

LoginID: TNM90054

Enter your mobile number o444 9736340
(Format: 603000000(XX) :

Account Activation

Steps
e—60—60—6—8 —0—0=0
oy </ / AN Ny
L T N X Te S ang Authentication Authenticatior Setup SuCCes
or itio rificat nditions Confirmation - Mobile Confirmatior QA Password T
LoginID: TMI0054
Enter your mobile number |¢54419735340 Edit
(Format: 60XXXXXXXXX) :
One-Time Password : ... 4 ‘Chck here to request OTP
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7. In sixth step ‘Authentication Confirmation — CQA’, select passphrase image and slogan,
then key in answers to the challenge response question.

Account Activation

Steps
{ 10?{} “ 20% ,‘ { 0%} { a0% ,‘ { 0-1073} il 4 { )
Olsas Lo . Terms and Authentication Authentication Setup Succes
Confirmation Authentication Verificatio Conditions Confirmation - Mobile Confirmation - CQA P;i:q':.'flwr:i SLILESS
Login 1D tmaoosa

Please choose animage and key in a phrase for your image. Please choose a phrase thatyou can remember.

Passphrase : i i 2

Flease complete the challenge response setup below. You'll need to remember the answers to retrieve the
response to your inquiry (user self-service).

1. What is your favorite game character?

Please re-enter your answer:

2. \What is your favorite food ?

Please re-enter your answer:
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Last step ‘Setup Password’, enter new password to change your existing IDM Password.

Account Activation

Steps
&6 6 60 00
User B e b et iy Ll ety Terms and Authentication Authentication Setup T
Confirmation Authentication Verificatio Conditions Confirmation - Mobile Confirmation - CQA Password — - ©°°

Login 1D : tmooosa

Please setup a password for login
Password Strength[?]
New Password :

Confirmed New Password :

Finally, you will come to success page.

Account Activation

Steps
G—O0—60—60—60—=06 ©
User . e erms and Authentication Authentication

Confirmation Authentication Verificatio Conditions Confirmation - Mobile Confirmation - CQA Success

You have successfully registered your mobile number and activated your IDSS

account.
@ This is a one-time registration of IDSS account.
You may resume access to application(s) using this password.

Redirecting in 27 seconds

You have successfully registered your mobile number and activated your IDSS account.

This is a one-time registration of IDSS account. You may resume access to application(s)
using this password.
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2.1.1.2 Event Handling — Fail Case.

NO | STEPS
1. Error Message: Please complete the ‘Login ID’ box.
Steps
. p J N N J

Confirmation AUt ticati stion

A Please complete the 'Login ID" box

Please enter your IDM Login 1D

Login ID :

e L corine ]

Error message will appear to notify user if the Login ID box is blank. User is not able to
proceed.

User Action: Please provide your IDM Login ID in the box and click ‘Continue’ button.
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2. Error Message: Please click ‘Continue’ to procced.
Steps
U/ | i\ ) \ )
_ User A thentieating W Alert thentication Setup SurCesS
Confirmation Authentication Ve rmation - CQA  Pa ) 8

@ Please click "Continue’to proceed.

Please enter your IDM L

Login ID :

Error message will appear to notify user if press ‘Enter’ in keyboard. User is not able to
proceed.

User Action: Please click on the ‘Continue’ button instead of using ‘Enter’ in keyboard.
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3. Error Message: User account not found.

Account Activation

Steps

Confirmation

0O O
N O

Aut a 1
ynfirmation - Mob

O
N

A User account not found

Please enter your IDM Login ID

Login ID : TM901011

Error message will appear to notify user if the Login ID is either non-existing user ID or
wrong Login ID has been inserted. User is not able to proceed.

User Action: Please ensured that you entered your correct Login ID. If the error persists, log
to IRIS or call 1-800-88-9779 / 603-2246 5779 and choose option 2 for GIT Service Desk’s

assistance.
™™ GIT User Guidelines — Phase 1 TF6.3
Owner: Approved By: Date: Version: Page:
Yong Min Yi Zahratullaili Haji Ali 2016-12-19 1.0



User Guidelines — Phase 1

4. Error Message: Your ID has been activated.

For IDM related services (Change of Password or Resource Request/Update), please login
to existing IDM.

Account Activation

Steps

6—0O—0—0—0

O—O

User

Confirmation Auth

Your ID has been activated.
For IDM related services (Change of Password or Resource Request/Update), please
login to existing IDM.

Please enter your IDM Login ID

LoginID ITM90099

Error message will appear to notify user if the Login ID entered has been activated
previously. User is not able to proceed.

User Action: You only need to perform one time registration. Stay tune with our subsequent
releases.
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Error Message: User account already terminated.

Account Activation

Steps
10% @ {0} {2072} {077} {'5072) {50-) {100)
o / / _/ / A\
User . . R, Terms and Authentication Authentication Setup o
Confirmation Authentication Verificatio Conditions Confirmation - Mobile Confirmation - CQA Password —"Ccc>®

A User account already terminated.

Login 1D : tmooo1o

Please provide your current IDM password to authenticate your identity.

Password : sssssee

Error message will appear to notify user if the Login ID entered has been terminated. User
is not able to proceed.

User Action: Log to IRIS or call 1-800-88-9779 / 603-2246 5779 and choose option 2 for GIT
Service Desk’s assistance.
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6. Error Message: You have been inactive for a while, please click OK to resume your session.
Steps
o _—o_o_—=on
T Inactivity Warning
Confirmation n
You have been inactive for a while, please click OK to resume your session.
A Redirecting in 17 seconds.
"']
Lo .
Error message will appear to notify user if the session has expired.
User Action: The session is expiring soon. Please click on OK to resume the session or
Cancel to end the session.
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7. Error Message: Please complete the ‘Password’ box.

Account Activation

Steps

©—0—0—0

, Authentication Verificat nfirmation - Mobile

A Please complete the 'Password' box.

Login ID: TMS0054

Please provide your current IDM password to authenticate your identity.

Password

Error message will appear to notify user if the Password box is blank. User is not able to
proceed.

User Action: Please provide your IDM Password in the box and click ‘Continue’ button.
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8. Error Message: Password incorrect
Steps
onfirmation Authentication Verificat pred el o 1.| it N i i 1_{'{" e uccess

A Password incorrect.

Loginiin; TMS0054
Please provide your current IDM password to authenticate your identity.

Password :

Error message will appear to notify user if the Password is incorrect. User is not able to
proceed.

User Action: Please ensure that you entered your correct current IDM password. If the error
persists,
1.  Goto IDSS -> User Manual Guide -> 2.14 MANAGER ASSIST EXISTING USER IN
ACCOUNT ACTIVATION

2. ORLog to IRIS or call 1-800-88-9779 / 603-2246 5779 and choose option 2 for GIT
Service Desk’s assistance.
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9. Error Message: You are not an existing user in LDAP.

Account Activation

Steps
10% @ {=07) {1072} {5077} {02}
User . . ey i et Terms and Authentication Authentication I
Confirmation Authentication Verificatio Conditions Confirmation - Mobile Confirmation - COA success

A You are not an existing userin LDAP.

Login ID : 000002
Please provide your current IDM password to authenticate your identity.

Password : [

Error message will appear to notify user if the user exists in new IDM but not exist in current
IDM. User is not able to proceed.

User Action: Please ensure that you entered your correct IDM Login ID. If the error persists,
log to IRIS or call 1-800-88-9779 /603-2246 5779 and choose option 2 for GIT Service Desk’s

assistance.
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10. | Error Message: Please fill in the blank.

Account Activation

Steps

@00 O

User s and

Authenticatior - - Terms
. Authentication Verification o diinne

Authentication

[ ()
-/ \/

Authentication

(Eg: 850607115211) :

Confirmatior Confirmation - Mobile Confirmation - CQA
A Please fill in the blank.
Login ID : tmooose
NRIC 1?1

proceed.

Error message will appear to notify user if the NRIC Box is blank. User is not able to

User Action: Please provide your NRIC in the box and click ‘Continue’ button.
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11. | Error Message: Verification data doesn’t match.

Account Activation

Steps

©—60—0 O —0O—0

ition Verification

ditions firmation - Mobile

A Verification data doesn't match.

Login ID : [TM390054

NRIC e 171
(Eg: 850607115211) :

Error message will appear to notify user if the NRIC is incorrect. User is not able to proceed.

User Action: Check if there is any mistake in your data input (NRIC).
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12. | Error Message: Are you sure you want to proceed with reject? Click ' OK" will redirect you to
the homepage. Click 'Cancel' to stay and tick on the checkbox to agree on terms and
conditions.

Steps
O——6—0—0O0—=0
o/ O -/ /
User pab e oo Terms and hentic: r sntication
Confirmation Authentication Verificatio Conditions Confirmation - Mobile mation - CQA
Warning!
[l | Are you sure you want to proceed with reject?
A Click "OK will redirect you to the homepage.
T Click "Cancel’ to stay and tick on the checkbox to agree on terms and conditions.
| -
Pursuant to the Personal Data Protection Act 2010 ("PDPA™), TELEKOM MALAYSIA BERHAD ("TM") is mindful and _|
committed to the protection of your personal information and your privacy.
Collection of Personal Information
In order for us to provide you with our Product andfor Sernvices and to operate in an efficient and effective manner,
we may need to collect relevant personal information from you either manually or through our website. The
personal information collected by us may be in the form of but is not limited to name, identity card number,
address, mobile number, or any other information stipulated by the PDPA.
[ agree on terms and conditions.
Error message will appear to notify user if user click on ‘Reject’ button.
User Action: You'll need to scroll down the Terms and Conditions until the end, then check
the “I Agree on Terms and Conditions” checkbox to show the ‘Accept’ button.
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13. | Error Message: Please read and scroll down the Terms & Conditions until the end.
Steps
6&—6E—0 O e
ey sy / NS
A e e Terms and Authentication Authentication
tion Authentication Verificatio Conditions Confirmation - Mobile Confirmation - COA
Alert
Login| @ Please read and scroll down the Terms & Conditions until the end.
Terms
PRIVACY POLICY |i
Pursuant to the Personal Data Protection Act 2010 (*PDPAT), TELEKOM MALAYSIA BERHAD (*TM™) is mindful and
committed to the protection of your personal information and your privacy.
Collection of Personal Information
In order for us to provide you with our Product andior Services and to operate in an efficient and effective manner,
we may need to collect relevant personal information from you either manually or through our website. The
personal information collected by us may be in the form of but is not limited to name, identity card number,
address, mobile number, or any other information stipulated by the PDPA
[ agree on terms and conditions.
Error message will appear to notify user if click ‘I agree on terms and conditions’ without
reading and scroll down the Terms and Conditions until the end.
User Action: You'll need to scroll down the Terms and Conditions until the end, then check
the “I Agree on Terms and Conditions” checkbox to show the ‘Accept’ button.
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14. | Error Message: Please enter mobile number.
Please verify mobile number.
Steps
O—0—6—6—@—0 O
ey Ny Ny Ny
User A e Terms and Authentication Authentication Py
Confirmation Authentication Verificatio Conditions Confirmation - Mobile Confirmation - CQA puceess
Please enter mobile number.
A Please verify mobile number.
LoginID: tmg0089
Enter your mobile number Verify
(Format: 600000000
Error message will appear to notify user that mobile number box is blank. User is not able to
proceed.
User Action: Please provide your Mobile Number in the box and click ‘Verify'.
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15. | Error Message: Please enter mobile number.
Steps
®e—0—60—0—0 —0O0—00
ey O/ ey / /
. User nuthentication Verification  TEFMs and Authentication Authentication Setup Success
Confirmation Authentication Verificatio Conditions Confirmation - Mobile Confirmation - CQA  Passwor 8
A Please enter mobile number.
LoginID: tma008g
Enter your mobile number Verify
(Format: GOxXxxXxXKXKKX) =
Error message will appear to notify user that mobile number is blank. User is not able to
proceed.
User Action: Please provide your Mobile Number in the box and click ‘Verify’.
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16. | Error Message: Please verify mobile number.

Account Activation
Steps
06060 8 —0O0—0O0
User Ar B s Wit Terms and Authentication Authentication Setup Surcess
Confirmation Authentication Verificatio Conditions Confirmation - Mobile Confirmation - CQA  Password S
A Please verify mobile number.

Login ID: tmaoose

Enter your mobile number 60122972706 Verify

(Format: 60000 K) ©

Error message will appear to notify user that mobile number has not been verified. User is
not able to proceed.

User Action: Please click ‘Verify’ instead of ‘Continue’ button.
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17. | Error Message: Mobile number must be started with 60

Account Activation

Steps

Authentication Authen
Confirmation - Mobile

A Mobile number must be started with 50

EoginiD: TMI0054

Enter your mobile number ,.40-00440 Verify
(Format: BOXXXXXXXXX) :

Error message will appear to notify user that the mobile number is invalid. User is not able
to proceed.

User Action: Please provide your valid mobile number in the box and click ‘Verify’.
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18. | Error Message: Mobile number length must be either 11 or 12

Account Activation

Steps

6006608 0O —0-C

Authentication Authen
Confirmation - Maobile

A Mobile number length must be either 11 or 12.

Login 1 [TM30054

Enter your mobile number |-, . o7o0 Verify
(Format: 80XXX00CXXXX) :

Error message will appear to notify user that the mobile number is less/more than the
minimum length. User is not able to proceed.

User Action: Please provide your valid mobile number in the box and click ‘Verify’.
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19.

Error Message: Mobile number already in use. Please change another mobile number.

Account Activation

Steps

606060 O

User authentication Verification Term 1d Authentication Authentication
Confirmation AUthentication Venficatio Conditions Confirmation - Mobile Confirmation - CQA

Success

A Mobile number already in use. Please change other mabile number.

Login ID tmo00sa

Enter your mobile number 60107666740 Verify
(Format: G000

Error message will appear to notify user if the current mobile number entered has been
registered previously. User is not able to proceed.

User Action: The number you chose already being registered for OTP IDM purpose. Please
try other number.
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20. | Error Message: Please enter OTP.
Steps
0000 00O
oy o/ ey N/ \_/
User R I Terms and Authentication Authentication Setur P T——
Confirmation Authentication Verificatio Conditions Confirmation - Mobile Confirmation - CQA  Password PUCEEss
A Please enter OTP.
LoginID: tmoo0sg
Enter your mobile number 50122272706 Edit
(Format: 6OxXxxxxXxKxK) :
One-Time Password : Click here to request OTP
Error message will appear to notify user if the One-Time Password is blank. To get One-
Time Password, user need to press on ‘Click here to request OTP’.
User Action: Please provide One-Time Password in the box and click ‘Continue’ button.
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21. | Alert: One-Time Password has been sent successfully.

One-Time Password has been sent successfully.

)

Alert will appear to notify user if the One-Time Password has been sent successfully to their
mobile after user press on ‘Click here to request OTP".

User Action: Please click ‘Ok’ button, then provide One-Time Password in the box and click
‘Continue’ button.
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22. | Error Message: Please wait for 2 minutes before click to resend
Steps
S o/ L 4 Nl Nt
Us PP 2 Te F Authentication Authenticati Setuy .
firm y Auth ' e ondit Confirmation - Mobile nation ASSW o
A Please wait for 2 minutes before click to resend.
EoginiLy: TM30054
Enter ycurmohile number 601119736340 | Edit
{Format: EDKXKKKKXKK]:
One-Time Password : Click here to request OTP
Error message will appear to notify the user to wait for another 2 minutes If the ‘Request
OTP’ has been pressed twice.
User Action: After an OTP request is made, OTP will expire within 2 minutes. You need to
waif for 2 minutes before click to resend.
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23. | Error Message: One time password authentication failed. Please enter correct one time
password number.

Account Activation

Steps

0660 0 O 0O

Authentication Authe
Confirmation - Mobile

One-Time Password authentication failed. Please enter correct One-Time Password
A number.

Coginiin; TMI0054
Enter your mobile nUmMber o . .o7ac0,n Edit
(Format: BOXXXXXXXXX) :

One-Time Password : oo Click here to request OTP

Error Message will appear to notify user if the OTP is wrong or OTP length is less/more than
6 characters.

User Action: Please ensured that you entered the correct One-Time password that was sent
to your mobile. If the error persists, Log to IRIS or call 1-800-88-9779 / 603-2246 5779 and
choose option 2 for GIT Service Desk’s assistance.
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24. | Error Message: Please select one of the image.
Please complete the ‘Passphrase’ box.
Steps
( 10?3} {20% ‘, “ 30% ‘, { 40% ,' { “',‘
User % e fpmag el lepmsand Authentication Authentication £
Confirmation Authentication Verificatio Conditions Confirmation - Mobile Confirmation - CQA FPa
Please select one image.
A Please complete the ‘Passphrase’ box
Login ID: tman0sa
Please choose animage and keyin a phrase for your image. Please choose a phrase that you can remember.
Passphrase : g el
Please complete the challenge response setup below. You'll need to remember the answers to retrieve the
response to your inguiry (user self-service).
1. In what city was you primary school?
Please re-enter your answer:
2. What is your favorite cartoon character?
Please re-enter your answer:
Error Message will appear to notify user if image is not selected and Passphrase Box is
blank.
User Action: Please select one image, passphrase, answers to challenge response and
click ‘Continue’ button.
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25. | Error Message: Please select one image.
Steps
&—6 ©&—0 0O
10% 20% % 50.70% 4
& A\ \_4 = o
User . I Ti Authenticatio icati Setup < "
('.0'1-‘-"|r11ln?=n|1 Authentication Verification  ~pnditions {,Zn|1firrtr1]nrgtt;n : I?S:Eni!o Cog;‘.‘igr:'?ant?cfr?t-wgq.q :'aﬁ?',‘l.'{:l'ﬂ SUGEHESS
A Please select one image.
Login ID : f;cmgmsg
Please choose animage and key in a phrase for your image. Please choose a phrase that you can remember.
Passphrase : Tree . )
Please complete the challenge response setup below. You'll need to remember the answers to retrieve the
response to your inquiry (user self-senice).
1. What is your favorite car?
Please re-enter your answer:
2. What is your favorite color?
Please re-enter your answer:
Error message will appear to notify user if image is not selected.
User Action: Please select one image, passphrase, answers to challenge response and
click ‘Continue’ button.
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26. | Error Message: Please complete the ‘Passphrase’ box.

Account Activation

Steps
‘l 20 ; IJ 30% I'. l‘ J-m"" "' " { '
e i akicatior icati Sat -
mation Authentication Verification feptics {_'-nl'-'r?il.'“lrt‘: :"t LeLion) Authentication - Success

ion - Mobile Confirmation - CQA Pas

A Please complete the ‘Passphrase’ box

Login ID : tmooose

Please choose an image and key in a phrase for your image. Please choose a phrase that you can remember.

Passphrase : g : 2

Please complete the challenge response setup below. You'll need to remember the answers to retrieve the
response to your inquiry (user self-senvice).

1. What is your favorite car?

Please re-enter your answer:
2. \What is your favorite color?

Please re-enter your answer:

Error message will appear to notify user if Passphrase Box is blank.

User Action: Please select one image, passphrase, answers to challenge response and
click ‘Continue’ button.
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27. | Error Message: Please fill in your challenge answer.

Account Activation

Steps
®—0—© o O
User % R e R | Authentic n Authentication £ Slftass
Confirmation Authentication Verificatio ns Confirmation - Mobile Confirmation - CQA Fa SR

A Please fill in your challenge answer.

Login ID : tmoooag

FPlease choose animage and key in a phrase for your image. Please choose a phrase that you can remember.

Passphrase : Tiee 2]

Please complete the challenge response setup below. You'll need to remember the answers to retrieve the
response to your inguiry (user self-senvice).

1. What is your favorite color?
Please re-enter your answer:
2. \What are the last 4 digits of your telephone number?

Please re-enter your answer:

Error message will appear to notify user that Challenge response question Box is blank.

User Action: Please select one image, passphrase, answers to challenge response and
click ‘Continue’ button.
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28. | Error Message: Answers don’t match.

Account Activation

Steps
10% {207} { 207) {407} {eo-7) {v07) {100)
User o g e (IENTSEAN Authentication Authentication Set Clirhace
Confirmation Authentication Verificatio Conditions Confirmation - Mobile Confirmation - CQA Pas s BT
Login ID : tmaoosg

Please choose an image and key in a phrase for your image. Please choose a phrase that you can remember.

Passphrase :

;I'ree . 71

FPlease complete the challenge response setup below. You'll need to remember the answers to retrieve the
response to your inquiry (user self-service).

1. What is your favorite color? |-uuu |

Answers dont match.

Please re-enter your answer:

2. What are the last 4 digits of your telephone number? |uu |

|.... |
Answers don't match.

Please re-enter your answer:

Error message will appear to notify user that the answered entered by user on both
challenge response question Boxes do not match.

User Action: Please enter same answers on ‘Please re-enter your answer’ and click
‘Continue’ button.
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29. | Error Message: Answer to challenge response question needs to be at minimum length of 4
character(s).
Steps
{ 1031: "‘ 20% : { 0% ", “ 40% ,‘ { -m',' { )
User R s e s (DS and Authentication Authentication s
Confirmation Authentication Verificatio Conditions Confirmation - Mobile Confirmation - CQA Fas SHCEens
Answer to challenge response question needs to be at minimum length of 4
character(s).
Login ID: tma0089
Please choose an image and key in a phrase for your image. Please choose a phrase that you can remember.
Passphrase : Tree ]
Please complete the challenge response setup below. You'll need to remember the answers to retrieve the
response to your inquiry (user self-senice).
1. In what city was you primary school? [11]
Please re-enter your answer: [11]
2. \What are the last 4 digits of your telephone number? .....
Please re-enter your answer: sene
Error message will appear to notify user if the answer to the challenge response question
entered by user is less than 4 digits.
User Action: Please enter each answer longer than 4 characters for challenge response
questions.
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30. | Error Message: Answer to challenge response question needs to be unique. No repeated
answer allowed.
Steps
10% 20% % A0% 70" %
A 4 W O h 4 >z e O
User . o erms and Authenticatior 2nti i S P - R——
Confi "IrFI-'!.' on Authentication Verification Lr'.rmr:irirg‘-"‘ {_'{\rfrilv'.'t‘.l]nr‘rlir_rm ]\I!‘E'igni:c_‘ Cogﬁ::'rr]‘t?antggl?lt-iogQA Passwor by Sl
Answerto challenge response question needs to be unique. Mo repeated answer
allowed.
Login ID: ;'tm.gnqg.g
Please choose animage and key in a phrase for your image. Please choose a phrase that you can remember.
Passphrase : ;I'ree ] ol
Please complete the challenge response setup below. You'll need to remember the answers to retrieve the
response to your inquiry (user self-semvice).
1. What is your favorite color? senee
Please re-enter your answer: senee
2. \What are the last 4 digits of your telephone number? sssss
Please re-enter your answer: senee
Error message will appear to notify user if the both answer to the challenge response
questions entered by user are the same.
User Action: Please enter different answers for the challenge response questions.
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31. | Error Message: Please complete the ‘New Password’ box.
Please complete the ‘Confirmed New Password’ box.
Steps
EO—E—E e ® o0
{'ruwl'.-.'-:l:.'l.-':.'nn Authentication Verification prnvrlhf" (':‘.l'}:il-:'t?;r;!;;':1.;]”"[-_"’:.'Ji e {'.f‘fI‘.t:::-.'I!ﬁ.'rr;.l?ﬂré'i](}wl PaE’SCS‘E«Lngrd success
Please complete the "Mew Password' box.
A Please complete the ‘Confirmed New Password’ box.
Login 1D : tme00so
Please setup a password for login
Password Strength[?]
New Password :
Confirmed New Password :
Error Message will appear to notify user if the Setup Password Box is blank. User is not
able to proceed.
User Action: Please provide your New Password in the box and click ‘Continue’ button.
™ GIT User Guidelines — Phase 1 TF6.3
Owner: Approved By: Date: Version: Page:

Yong Min Yi Zahratullaili Haji Ali 2016-12-19 1.0 37




User Guidelines — Phase 1

32. | Error Message: Password violation: Password length must be at least 6 character(s).

Account Activation

Steps
O—0—60—0—O0—66—00
User e e Terms and Authentication Authentication Setup S
Confirmation Authentication Verificatio Conditions Confirmation - Mobile Confirmation - CQA Password = “-“%%%

A Passwordviolation: Password length must be atleast 6 character(s).

Login ID : tmo00a9

Please setup a password for login

Password Strength[?]

New Password : P

Confirmed New Password : o o Password Match

Error Message will appear to notify user if the length of password inserted by user is less
than 6 characters. User is not able to proceed.

User Action: Your New Password must meet the password policy as below.

* Must be between 6 and 8 characters in length

» Your password must begin with alphabet (A-Z, a-z)
e Maximum Special (!@#%$% "&*()): 0

e Minimum ONE(1) Lowercase

e Minimum ONE(1) Uppercase

e Minimum ONE(1) Numeric

Example: Mymom1, IDSSpw1
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33. | Error Message: Password violation: Password length must be at most 8 character(s).

Account Activation

Steps
O—6—06 &—©—0 O
User P Authentication Authentication Setup S1COPSS
Confirmation Authentication Verificatio ns  Confirmation - Mobile Confirmation - CQA  Password SUCCESS

A Passwaord violation: Password length must be at most 8 character(s).

Login ID : tma0089

Please setup a password for login

Password Strength[?]

New Password : sesessenenss

Confirmed New Password: o o eeeseee Password Match

Error Message will appear to notify user if the length of password inserted by user is more
than 8 characters. User is not able to proceed.

User Action: Your New Password must meet the password policy as below.

Must be between 6 and 8 characters in length

» Your password must begin with alphabet (A-Z, a-z)
o Maximum Special (!@#%$% "&*()): 0

e Minimum ONE(1) Lowercase

e Minimum ONE(1) Uppercase

e Minimum ONE(1) Numeric

Example: Mymom1, IDSSpw1
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34. | Error Message: Password violation: Password must be at least 1 alphabetical

character(s).
Account Activation
Steps
O—6——0O ® o—0O
ey </ Ny -/ </
b . Terms and Authentication Authentication Setu T
on Authentication rificati Conditions Confirmation - Mobile Confirmation - CQA Paiswgrd Jureess

A Password violation: Password must be at least 1 alphabetical character(s).

Login ID: tmeo0se

Please setup a password for login

) Password Strength[?]
New Password : P

Confirmed New Password © o o0 g Password Match

Error Message will appear to notify user if the password inserted by user is without
alphabetical characters. User is not able to proceed.

User Action: Your New Password must meet the password policy as below.

« Must be between 6 and 8 characters in length

e Your password must begin with alphabet (A-Z, a-z)
o Maximum Special (!@#%$% "&*()): 0

e Minimum ONE(1) Lowercase

e Minimum ONE(1) Uppercase

e Minimum ONE(1) Numeric

Example: Mymom1, IDSSpw1
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35. | Error Message: Password violation: Minimum upper case alphabetical character(s) must
be at least 1.
Steps
O—6—O—©6 ) .
on Authentication Verification  (SIERCIC Confirmation - Mobile  Confirmation - CQA Paseward  SUccess
Passwordviolation: Minimum upper case alphabetical character{s) must be at least
A 1.
Login ID : tmaoose
Please setup a password for login
Password Strength[?]
New Password F—
Confirmed New Password: .00 Password Match
Error Message will appear to notify user if the password inserted by user lack of uppercase
characters. User is not able to proceed.
User Action: Your New Password must meet the password policy as below.
« Must be between 6 and 8 characters in length
e Your password must begin with alphabet (A-Z, a-z)
o Maximum Special (!@#%$% "&*()): 0
e Minimum ONE(1) Lowercase
e Minimum ONE(1) Uppercase
e Minimum ONE(1) Numeric
Example: Mymom1, IDSSpw1
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36. | Error Message: Password violation: Minimum lower case alphabetical character(s) must be

at least 1.
Account Activation
Steps
—6—60—10—60—60—0o0
User A thanbirating  Warifieatinn Terms and Authentication Authentication Setup Success
Confirmation Authentication Verificatio Conditions Cenfirmation - Mobile Confirmation - CQA Password e
Password violation: Minimum lower case alphabetical character{s) must be at least
A 1.
Login ID : tmooose
Please setup a password for login
) Passwaord Strength[?]
New Password : P
Confirmed New Password : o0 oo password Match

Error Message will appear to notify user if the password inserted by user is lack of lower
characters. User is not able to proceed.

User Action: Your New Password must meet the password policy as below.

« Must be between 6 and 8 characters in length

e Your password must begin with alphabet (A-Z, a-z)
o Maximum Special (!@#%$% "&*()): 0

e Minimum ONE(1) Lowercase

e Minimum ONE(1) Uppercase

e Minimum ONE(1) Numeric

Example: Mymom1, IDSSpw1
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37. | Error Message: Password violation: Minimum numeric character(s) must be at least 1.

Account Activation

Steps
User Authenticatic Verification Terms and Authentication Authentication Setup Success
firmation AUthentication Verhcau Conditions Confirmation - Mobile Confirmation - CQA Password '

A FPassword violation: Minimum numeric character(s) must be at least 1.

Login 1D : trmoo0sg

Please setup a password for login

Password Strength[?]

New Password : sssnee

Confirmed New Password @ oo Password Match

Error Message will appear to notify user if the password inserted by user is lack of numeric
characters. User is not able to proceed.

User Action: Your New Password must meet the password policy as below.

Must be between 6 and 8 characters in length

» Your password must begin with alphabet (A-Z, a-z)
o Maximum Special (!@#%$% "&*()): 0

e Minimum ONE(1) Lowercase

e Minimum ONE(1) Uppercase

e Minimum ONE(1) Numeric

Example: Mymom1, IDSSpw1
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38. | Error Message: Password violation: Password must begin with alphabet.
Steps
E—E—E—@—~6 e [
A Password violation: Password must begin with alphabet.
Login ID: tmg0089
Please setup a password for login
Password Strength[?]
Hew Password : sssssns
Confirmed New Password : asesene Password Match
Error Message will appear to notify user if the password inserted by user is not begin with
alphabet characters. User is not able to proceed.
User Action: Your New Password must meet the password policy as below.
* Must be between 6 and 8 characters in length
e Your password must begin with alphabet (A-Z, a-z)
e Maximum Special (!@#%$% "&*()): 0
e Minimum ONE(1) Lowercase
e Minimum ONE(1) Uppercase
e Minimum ONE(1) Numeric
Example: Mymom1, IDSSpw1
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39. | Error Message: Password violation: Password should not contain special character(s).

Account Activation

Steps
—60—60—60—6—6—0=O0
User B e e e Terms and Authentication Authentication Setup Success
Confirmation Authentication Verificatio Conditions Confirmation - Mobile Confirmation - CQA Password —"““©%%

A Password violation: Password should not contain special character(s).

Login ID: tmoonsa

Please setup a password for login

Password Strength[?]

New Password I

Confirmed New Password: o 0 oae Password Match

Error Message will appear to notify user if the password inserted by user is contains special
characters. User is not able to proceed.

User Action: User Action: Your New Password must meet the password policy as below.

e Must be between 6 and 8 characters in length

e Your password must begin with alphabet (A-Z, a-z)
o Maximum Special (!@#%$% "&*()): 0

e Minimum ONE(1) Lowercase

e Minimum ONE(1) Uppercase

e Minimum ONE(1) Numeric

Example: Mymom1, IDSSpw1

™ GIT User Guidelines — Phase 1 TF6.3
Owner: Approved By: Date: Version: Page:
Yong Min Yi Zahratullaili Haji Ali 2016-12-19 1.0 45



User Guidelines — Phase 1

40. | Error Message: Password violation: New password must not be the same as the previous
5 passwords in history list.

Account Activation

Steps
—60—60—060—0—60—0o0
User e Terms and Authentication Authentication Setup SuCCess
Confirmation Authentication Verificatio Conditions Confirmation - Mobile Confirmation - CQA Password ~"CCe%®

Password violation: New password must not be the same as the previous 5
passwords in history list.

LoginID: tm90089

Please setup a password for login

Passwaord Strength[?]

Hew Password : — o

Confirmed New Password: . aee Password Match

Error Message will appear to notify user if the password inserted by user is same as the
previous 5 passwords in history list. User is not able to proceed.

User Action: You must not reuse your previous 5 passwords in history list.
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2.1.1.3 Event Handling — Hint
NO | STEPS
1. Hint: Key in your NRIC Number if you are Malaysian.

Key in your Passport Number if you are Non-Malaysian.

Account Activation

Steps
&0 O—0—O0
N bt - . Terms and Authentication Authentication
on Authentication Verification Conditions Confirmation - Mobile Confirmation - CQA
Login ID : tmoooso

NRIC
(Eg: 850607115211) :

[7]

Key in your NRIC Number if you are
Malaysian.

Key in your Passport Number if you are
MNon-Malaysian.

Hint will appear to notify user when mouse over to [?] next to NRIC.
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2. Hint: A passphrase is similar to a password in usage, but is generally longer for added
security.

Account Activation

Steps
10% 1 20% '. "' 30% : "' 40’%, "' J-?D"r. "' ’. 1 ,
User A ERREERE a R EEH5h Terms and Authentication Authentication S Success
Confirmation AUthentication venhcato Conditions Confirmation - Mobile Confirmation - CQA Pa el PR
Login ID : ;thDDSQ

Flease choose an image and key in a phrase for your image. Please choose a phrase that you can remember.

Passphrase : 2]

Flease complete the challenge response setup below. You'll need to rememb

e 5 A passphrase is similar to a password in
response to your inquiry (user self-senvice).

usage, but is generally longer for added
| security.

In what city was you primary school? Answer

Confirm Answer

What is your favorite color? Answer

Confirm Answer

Hint will appear to notify user when mouse over to [?] next to Passphrase.
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3. Hint: Must be between 6 and 8 characters in length

Minimum Number of Character Type Rules That Must Pass: All
Minimum Begin Alpha: 1

Maximum Special: 0

Minimum Alpha: 1

Minimum Numeric: 1

Minimum Lowercase: 1

Minimum Uppercase: 1

Number of Previous Password that Cannot be Reused: 5

Account Activation

Steps Must be between 6 and 8 characters in length

. Minimum Mumber of Character Type Rules That Must
i Pass: Al

1 Authentical
< :-_,\_,f;i'..\]];r]-lir,.]] Minimum Begin Alpha: 1

Maximum Special: 0
s ) Minimum Alpha: 1
rogus Bllobii Minimum Mumeric: 1
Please setup a password for login Minimum Lowercase: 1

New Password : Minimum Uppercase: 1

Maximum Mumber of Previous Password: 5
Confirmed Password :

Hint will appear to notify user when mouse over to [?] next to Password Strength.
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4. Copyright © 2016 Telekom Malaysia Berhad (128740-P) ALL RIGHTS RESERVED
Best viewed using Mozilla Firefox (version 50.0.1 and above).
=3~ U Ildentity Self Service
T'M Easier
Steps
()
e O0—0—0O0—0—0—020
Confirmation Authentication verification  Carn e ot e n " CoA pasemarg  Success
Please enter your IDM Login ID
Login ID:
[ cance ] continue |
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